


Annex I to the Data Processing Agreement
Technical and Organizational Measures Noxtua (TOM)
including measures to ensure the security of the data
1.	ORGANIZATION
1.1	Upon request, the Provider must provide the Customer with a current information security policy that has been approved by management and published.
1.2	At the Customer's request, the Provider must name a person responsible for information security, including their contact details.
1.3	The Provider has appointed Jasmin Muhmenthaler-Sturm, of Datenschutzbeschützerin GmbH based in Regen, as external data protection officer. She can be reached at the address Unterer Sand 9, 94209 Regen and contacted by e-mail at info@datenbeschuetzerin.de or by telephone: 09921 88229000. The data protection officer works closely with the internal information security officer.
2.	ASSET MANAGEMENT
2.1	The Provider must maintain a complete inventory of the critical assets that are relevant in connection with the service. This includes, in particular, all hardware, software, cloud services, and data. Also recorded are the AI base models used to provide the service (self-hosted open source models or closed-source frontier models), including their respective model category (Section 19), their procurement channel, and their place of operation.
2.2	The Provider must review at least annually whether the asset inventory is current, complete, and accurate.
3.	PHYSICAL SECURITY
3.1	The security of the sites at which services are provided to the Customer is of the utmost importance to the Provider. In order to prevent unauthorized physical access to, or damage or alteration of, Customer data and the associated systems and facilities, the Provider has implemented comprehensive access control measures. These measures are certified in accordance with ISO 27001 and ensure that only authorized personnel have access to sensitive areas.
3.2	The establishment of security zones with restricted access is a central aspect of this security strategy. These zones are designed so that only certain qualified employees have access. Keys are issued only to these authorized employees, and careful records are kept of who has access to these areas and when.
3.3	In addition, a clearly defined check-in zone has been set up, where visitors are registered and received. Visitors may only remain in certain, monitored areas and are continuously monitored in order to log their presence and track their activities.
3.4	The physical security measures are supplemented by alarm systems and around-the-clock video surveillance, which provide an additional deterrent to potential intruders and make it possible to respond to incidents. In order to ensure a detailed overview, visitor logs are kept in which all incoming and outgoing visitors are recorded, including their arrival and departure times.
3.5	Through these multi-layered security precautions, the Provider ensures that physical access to sensitive areas is strictly controlled and monitored, thereby maintaining the confidentiality and integrity of Customer data. These measures are part of the Provider's comprehensive commitment to upholding the highest security standards and protecting its customers' data.
4.	HUMAN RESOURCE SECURITY
4.1	All of the Provider's employees must be made aware of their security responsibilities when handling and/or processing Customer data and must receive regular (at least once a year) training on security awareness and data protection.
5.	ACCOUNT AND ACCESS MANAGEMENT
5.1	User accounts that enable access to systems and access to Customer data/applications must be uniquely assigned to individual persons. User accounts may not be used by more than one person.
5.2	Privileged accounts must be limited to a small number of suitable, qualified, and authorized persons. Such accounts may not be used for "everyday" activities.
5.3	Authorizations must be reviewed regularly to ensure that only suitable persons have access and that there is an appropriate segregation of duties. Administrative authorizations must be reviewed quarterly.
5.4	The Provider ensures that remote access to systems that process and/or store Customer data is granted only to authorized personnel and is subject to multi-factor authentication ("MFA").
5.5	The Provider ensures that MFA is enforced for administrative access, regardless of where such access originates.
5.6	Clients are automatically locked after a defined period of inactivity in order to prevent unauthorized access. To further increase security, the unlocking process requires authorization by two independent administrators, in compliance with the four-eyes principle. This ensures that access to sensitive information is appropriately controlled and monitored.
5.7	The Provider implements comprehensive security measures for mobile work devices in order to ensure the confidentiality and security of the information stored on them. To this end, the Provider requires all employees to apply privacy screen filters to their mobile devices in order to prevent unauthorized viewing. In addition, the use of virtual private networks (VPNs) is mandated in order to establish a secure and encrypted connection when working remotely. These measures ensure that confidential information is protected even outside the office.
5.8	The Provider uses a robust input control system, which is supplemented by a comprehensive document management system (DMS) throughout the company. This DMS enables a complete change history and offers a wealth of advantages. It ensures that all changes to documents and files are traceable by providing detailed information on changes, author names, and timestamps. The system facilitates version control and enables users to access previous versions and compare changes over time. In addition, the DMS provides secure storage and secure exchange of information within the company, thereby improving collaboration and reducing the risk of data loss. By using this DMS with a change history, the Provider improves the transparency and traceability of changes and thereby strengthens the security and integrity of the data.
6.	PASSWORD MANAGEMENT
6.1	The Provider must introduce an appropriate password policy. In doing so, the Provider ensures that all employees are required to use 2-factor authentication when accessing all IT systems. This is enforced by the system administrator.
6.2	The Provider ensures that all employees use a secure password management system that requires strict authentication procedures. The system generates complex passwords that comply with current recommendations for password security and stores them securely. To increase usability, the Provider enables the use of single sign-on (SSO) solutions wherever possible, thereby reducing the need for multiple passwords and ensuring secure and efficient access to the required tools. This measure helps to increase the security of accounts and to reduce the risk of unauthorized access.
7.	NETWORK SECURITY
7.1	The Provider ensures that all systems that process and/or store Customer data and that are operated by the Provider or its subcontractors are adequately protected against threats from the network.
7.2	The Provider must maintain a current inventory of all of the organization's network boundaries (e.g., by means of a network diagram) and must protect the networks by applying customary protective architectures (e.g., network segmentation, firewalls, physical access controls to network components, etc.).
8.	ENCRYPTION
8.1	To protect Customer data, the Provider must implement industry-standard encryption (e.g., AES-256, RSA-2048) for data in transit (in-transit) and data at rest (at-rest). This includes at least:
8.1.1	Data storage (at-rest) on mobile devices such as laptops, mobile phones, tablets, removable media,
8.1.2	Data access (in-transit) to file shares, databases, and cloud storage, and
8.1.3	Transmission methods (in-transit) such as e-mail, file shares, VPNs, wireless transmissions.
8.2	For the persistent storage of Customer data in the LECS system (Live Encrypted Cloud Storage), the Provider additionally employs the following encryption measures: All sensitive content – including chat messages, uploaded files, and file names – is encrypted before transmission to the storage system. Encryption is performed using XChaCha20Poly1305 (Authenticated Encryption with Associated Data) with symmetric 256-bit keys that are generated individually per project (e.g., per conversation). Keys are generated using a CSPRNG. The nonce is freshly and randomly generated for each encryption operation (192 bits). Each encrypted data record is context-bound by Additional Authenticated Data (AD) (tenant ID, user ID, project ID, file ID). Key management is carried out via a dedicated, hardened Unlock Key Vault; decryption of the keyring takes place exclusively in the user's browser. Project keys are made available to the backend only for the duration of the respective request and are discarded immediately thereafter (ephemeral key access). For clarification, the scope of encryption also covers the AI-generated responses of both model categories (Section 19). Access to the Unlock Key Vault requires dual-IDP authentication. This includes authentication both against the Noxtua IDP and against the tenant IDP (e.g., Beck IDP). Strictly limited operational metadata (e.g., access patterns, file size, randomly generated IDs, and structural path prefixes) remain in plaintext for operational reasons; they contain no tenant content or personal data and are subject to the same tenant boundaries and access controls as the encrypted content.
9.	SYSTEM PROCUREMENT, DEVELOPMENT, AND MAINTENANCE
9.1	The Provider must have a secure development process in place in order to prevent security incidents and to identify and remediate vulnerabilities in the code during the development process. All applications that process and/or store Customer data must be tested and validated against suitable standards, such as OWASP Secure Coding, prior to release.
9.2	In order to ensure the security and reliability of software development, the Provider relies on a robust Continuous Integration (CI) and Continuous Deployment (CD) pipeline. This secure CI/CD process comprises several stages, including test, staging, and deployment. During the test phase, automated tests are carried out to ensure that the code meets quality and security standards. These tests include unit tests, integration tests, and security reviews in order to identify potential vulnerabilities at an early stage. After the test phase has been successfully completed, the code is deployed in a staging environment that resembles the production environment. In this phase, final tests are carried out to ensure that the software functions as expected and is compatible with the infrastructure. After successful validation in the staging environment, deployment takes place, whereby the code is released into the production environment. This process is supplemented by strict access controls and version control in order to ensure the integrity of the code during each phase. This secure CI/CD pipeline ensures that only fully tested and validated code reaches the production environment, thereby ensuring the reliability and security of the software.
9.3	In order to ensure the security of software procurement and development, the Provider relies on a rigorous process. This process begins with defining clear responsibilities and designating responsible points of contact, both internally and with external contractors. This clear allocation ensures that secure practices are consistently applied throughout the entire procurement and development process. Regular controls and reviews of the instruction-bound performance of the engagement ensure that external providers comply with the agreed data protection and security standards. In order to ensure independence and objectivity, regular independent audits are carried out to verify compliance with the agreed instructions. This process also includes the review of security measures, data protection practices, and overall compliance with the applicable regulations. These proactive measures ensure that the procured systems and software components meet the security and data protection requirements and that all parties involved act responsibly throughout the entire lifecycle of system and software procurement.
9.4	The Provider provides the essential components of the service, in particular the application itself, the curated data base, data storage, encryption, and key management, using its own resources on an infrastructure controlled by it. Insofar as individual components of the service, in particular the provision of base models for inference (Section 19), are provided by external service providers, the following applies:
(a)	The Provider maintains a current register of all sub-processors used, including their sub-processors, and makes it available to the Customer upon request. Changes are notified to the Customer in advance in the contractually agreed form.
(b)	The Provider contractually obligates the service providers it engages to a level of protection that corresponds to that of this Annex, and passes on the obligation of confidentiality under § 203 StGB along the entire chain.
(c)	The Provider selects the service providers carefully, reviews their technical and organizational measures prior to engagement, and monitors their compliance on an ongoing basis, at least annually.
(d)	External service providers are used in such a way that processing takes place exclusively within the European Union or the European Economic Area, or in Switzerland for which an adequacy decision of the European Commission exists.
9.5	The Provider ensures that a documented approval procedure is completed before a new base model is deployed and when the procurement channel of a base model already in use is changed. As part of this approval procedure, the Provider reviews and documents at least the place of operation, the contractual and instruction chain including the confidentiality obligation, the storage and logging settings of the respective provider (in particular the exclusion of any use for training purposes and the exclusion of any storage at the inference level), as well as the effects on the measures of this Annex. The result is recorded in a versioned manner and submitted to the Customer upon request.
10.	CHANGE MANAGEMENT
10.1	In order to control all changes to systems that process and/or store Customer data, the Provider ensures that formal responsibilities and procedures for change management are established.
11.	AVAILABILITY CONTROL
11.1	The Provider implements robust security measures in order to protect systems and networks that process and/or store Customer data against malicious code and malware. To this end, all servers and clients are equipped with advanced virus and malware protection systems that are capable of detecting and repelling threats in real time. These protection systems are updated regularly to ensure that they are prepared against the latest threats, and they are subject to regular security reviews to ensure their effectiveness. These proactive measures ensure that Customer data is protected against malicious attacks.
11.2	All security systems, including virus and malware protection programs, are subject to a rigorous update process. Updates are applied automatically and regularly to ensure that the systems are equipped with the latest security improvements and patches. This proactive update strategy minimizes vulnerabilities and protects the systems against known security threats.
11.3	In order to be prepared for possible emergency scenarios, the Provider has developed and successfully tested a comprehensive emergency plan. This plan covers various scenarios, such as cyberattacks, natural disasters, or technical failures, and describes in detail the steps to be taken in the event of an emergency. Regular emergency drills ensure that personnel are familiar with the procedures and that the plan is effective.
11.4	In addition, the Provider has implemented a robust security concept for software and IT applications. This includes the use of secure programming practices, the regular performance of security audits, and adherence to best practices in software development. These measures ensure that the applications are secure and that the confidentiality and integrity of the processed data are maintained.
11.5	In order to prevent data loss, the Provider has established reliable back-up procedures. Data is regularly backed up at secure, external locations in order to ensure its availability in the event of system failures. In addition, data is stored on the secured network, with access being strictly controlled. To increase redundancy, hard drives are mirrored, thereby improving the system's resilience against failures.
11.6	In the event of damage caused by fire or firefighting water, the Provider has taken preventive measures. These include fire-resistant facilities, automatic fire protection systems, and firefighting-water protection mechanisms. These measures minimize the risk of damage to the systems and ensure the continued protection of the stored data.
12.	TECHNICAL SECURITY REVIEWS
12.1	The Provider undertakes (at its own expense) to regularly engage an independent qualified auditing organization to carry out penetration tests on the Provider's systems that are used to provide services to the Customer.
13.	SEPARATION REQUIREMENT
13.1	In order to ensure the confidentiality and integrity of the data of different tenants or customers in a cloud-based multi-tenant system, the Provider implements robust tenant separation at the logical level. Each tenant is logically separated within the cloud environment, with access to sensitive information being strictly controlled. Through the use of access authorizations, encryption techniques, and secure databases, it is ensured that the data of different tenants is isolated from one another. This approach enables the secure and efficient use of shared resources while at the same time maintaining confidentiality.
13.2	In addition to these logical separation measures, test and production systems are strictly separated from one another. The test environment is completely isolated and has no impact on the actual production data. This approach enables secure testing and development without the risk of confidential information being disclosed.
13.3	The Provider stores Customer data in encrypted form in the LECS system (Live Encrypted Cloud Storage) on the cloud infrastructure of the Open Telekom Cloud (OBS/OTC) within the EU. Storage is project-based: each project (e.g., each conversation) has its own cryptographic key (256-bit, XChaCha20Poly1305). Cryptographic tenant separation is thereby ensured at the project level. The retention period is configured by the respective customer (minimum: 8 hours after the end of the session). After the configured period has elapsed, the data is deleted automatically and irrevocably. During active processing, project keys are provided to the backend only for the duration of the respective request and are then discarded immediately. The server infrastructure and the code are subject to regular security reviews and audits. Storage takes place exclusively in data centers within the EU and Switzerland (SwissOTC); for Switzerland, a data protection adequacy decision of the EU Commission exists. No transfer to any other third countries takes place. This Section concerns the storage of Customer data. For processing in the context of model inference, Section 19 applies in addition; there, too, processing takes place exclusively within the EU and Switzerland. 
13.4	The assignment of employees to specific server or code responsibilities follows strict guidelines. Employees have access only to the systems and code sections that are required for their specific tasks, and all access requests are thoroughly reviewed and authorized. These measures ensure that the server environment and the code are treated securely and confidentially.
13.5	In addition to the logical tenant separation (Section 13.1), the cryptographic separation in the LECS system ensures that even in the event of a compromise of the storage system, only the data of a single project can be affected. This is achieved by: (i) individual 256-bit encryption keys per project; (ii) context-bound encryption by means of Additional Authenticated Data (tenant ID, user ID, project ID, file ID); (iii) key management via a dedicated, hardened Unlock Key Vault that is operated separately from the rest of the Noxtua backend.
14.	VULNERABILITY MANAGEMENT
14.1	The Provider must identify technical vulnerabilities and employ techniques to reduce or eliminate them in a suitable manner (e.g., security patches, configuration changes, mitigating controls).
14.2	The Provider ensures that all systems that store, transmit, or process Customer data are regularly subjected to vulnerability scans:
14.2.1	At least quarterly, and
14.2.2	immediately after every material system change or software code update.
14.3	For prioritizing vulnerability remediation, the Provider uses the classification pursuant to the Common Vulnerability Scoring System ("CVSS") and remediates the vulnerabilities within the following time periods:
14.3.1	Classified as critical risk within 7 days,
14.3.2	Classified as high risk within 14 days,
14.3.3	Classified as medium risk within 30 – 45 days,
14.3.4	Classified as low risk within 90 days.
15.	LOGGING
15.1	The Provider must maintain complete and accurate logs of where Customer data has been accessed in the Provider's systems. At a minimum, it must be traceable which person accessed and/or altered the data, when these accesses/alterations occurred (date and time), and when log-on and log-off events took place.
15.2	The Provider ensures that the aforementioned logs are retained for at least six months.
15.3	For each request, the Provider logs which model category pursuant to Section 19 was used for its processing. These logs do not contain any content of the inputs or outputs. Upon request, the Customer receives information from these logs.
16.	SECURITY INCIDENTS
16.1	The Provider must establish a documented procedure for handling security incidents.
16.2	The Provider ensures that the security incident handling procedure is tested at least once a year and updated if necessary.
17.	DATA RETENTION / DELETION / DESTRUCTION
17.1	The Provider must establish the following procedures in connection with data retention/deletion:
(a)	Procedures that make it possible to delete/update data according to a defined schedule,
(b)	Procedures that enable irrevocable deletion or return of the data to the Customer upon termination/expiration of the contract, and
(c)	Procedures that ensure that personal data downloaded via remote access or other means in the course of providing the Provider's services to the Customer is deleted after use.
17.2	The Provider ensures that, on the Customer's instruction, Customer data is securely destroyed by suitable methods (triple overwriting, degaussing, or physical destruction). This requirement applies both during and at the end of the contract term.
17.3	The Provider ensures that all data has been either returned or destroyed as agreed with the Customer, and provides an audit trail evidencing this, e.g., in the form of destruction certificates.
17.4	The Provider ensures the security of data transport by implementing several security measures. This includes the use of encrypted containers and cooperation with trusted courier services that are specially trained for the secure transport of sensitive information. All physical data carriers, including laptops, external hard drives, and USB sticks, are protected with strong encryption protocols in order to ensure the confidentiality of the data during transport. In order to ensure the authenticity and integrity of the data, electronic signatures are used, enabling recipients to verify the integrity of the information received. In addition, the Provider uses a robust Mobile Device Management system (MDM) that makes it possible to locate, monitor, and, if necessary, remotely wipe mobile devices, thereby minimizing the risk of data loss or unauthorized access. Through these comprehensive measures, the Provider ensures that data is protected during transport and that the highest security standards are maintained.
17.5	For the Customer data stored in the LECS system, the Provider has implemented an automated retention and deletion concept:
(a)	The retention period is configurable by the Customer per tenant (organization) via an administration interface. The minimum period is 8 hours after the end of the session. By default, unlimited retention is active; an eight-hour retention is set up only at the express request of the Customer. Regardless of the selected retention period, individual chats can be deleted manually by the users at any time.
(b)	Deletion is carried out automatically and policy-driven. The Provider creates audit-proof audit logs of the deletion operations performed.
(c)	Upon termination of a customer's contractual relationship with the client, all data stored for that customer in the LECS system, as well as the associated encryption keys, are deleted immediately and irrevocably (cryptographic deletion). Following the cryptographic deletion, the encrypted content and the associated metadata are removed from the production systems; residual data in backups is overwritten or destroyed within the agreed backup retention period. Upon request, the Provider provides a deletion confirmation.
(d)	The effectiveness of the deletion mechanism is reviewed and documented regularly.
18.	VOICE INPUT
18.1	The Provider provides voice input via the self-hosted speech recognition model noxtua-ai-voice (Automatic Speech Recognition, ASR). The model is operated exclusively within the Provider's own infrastructure operated in Europe; no integration of external speech services or transfer to third parties takes place.
18.2	The audio captured via the microphone is processed exclusively transiently in memory for transcription and is discarded immediately after transcription. It is stored neither on a data carrier nor in a database; no response caching takes place. Transcripts are returned exclusively to the client and are not stored server-side.
18.3	No content logging of the audio data or transcripts takes place in application logs, nor is there any transfer to third-party analytics, monitoring, or error-tracking services. Transmission is transport-encrypted.
18.4	No voiceprint is created, and no speaker identification or biometric categorization is carried out (no-voiceprint design). Microphone access takes place only after browser permission; when the microphone is active, a clear recording indicator is displayed. Administrators can enable and disable voice input per organization.
19.	MODEL INFERENCE AND MODEL CATEGORIES
19.1	Two model categories are available for processing user requests. The category determines which base model processes the request and via which channel this model is procured. All other components of the system – in particular the curated data base, the encryption pursuant to Section 8, the storage pursuant to Section 13, and the submodels for text recognition, search, and voice input – are identical in both categories. The submodels are hosted exclusively by the Provider itself.
19.2	Athena Agent: The Provider operates a local copy of an open-source model, re-trained for legal use, on its own, European-controlled infrastructure (Open Telekom Cloud of Telekom Deutschland GmbH as well as IONOS SE, data centers in Germany and Switzerland). The model weights are hash-verified before their use. There is no back channel and no telemetry to the original developer of the base model; the developer receives neither access to the model in operation nor to inputs or outputs. In the processing chain of this category, there is no provider that is subject to the law of a third country.
19.3	Minerva Agent: This category provides access to frontier models (closed source). The Provider's contractual partner and sub-processor is Telekom Deutschland GmbH, which provides the respective model via its AI Foundation Services within the Open Telekom Cloud. Telekom Deutschland GmbH's sub-processor is Google, which operates the model environment in a data center in the EU. Access does not take place via the open internet, but via an encrypted connection isolated from the internet.
19.4	In the model environment of the category pursuant to Section 19.3 (Minerva Agent), the requests are processed exclusively transiently in the memory of the Provider's sub-sub-processor and only for the duration of the respective request. At this inference level, no data is stored (Zero Data Retention). Zero Data Retention is ensured by three documented measures: (i) deactivated data caching in memory, (ii) deselected logging of inputs for abuse monitoring, and (iii) the omission of functions that necessarily require storage. No access by the model provider's personnel to inputs or outputs takes place.
19.5	In neither of the two categories (Athena or Minerva) are inputs, outputs, or uploaded content used to train the underlying models. The conversation history is encrypted unchanged pursuant to Section 8.2 and stored pursuant to Section 13.3 on the European infrastructure controlled by the Provider under its own keys; no storage on the systems of a model provider takes place.
19.6	The Customer's administrator determines which model categories are available in a workspace and can completely disable individual categories. Athena Agent is the default setting. Within the enabled categories, the user decides per workspace or per task. The category actually used is indicated on each response; no automatic switching between the categories takes place.
19.7	The obligation of confidentiality under § 203 StGB is passed on across the entire processing chain of both categories. The introduction of the model categories changes neither the purposes of the processing, nor the categories of the data processed, nor the allocation of roles between Customer and Provider.
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